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Why WinDhbg?

Because WinDbg is:

used by the Microsoft Windows product team to develop

Windows

much more powerful than the well-known Visual Studio

debugger
extensible through extension DLLs

Its debug engine is part of the Windows OS

Up from Windows XP dgbeng.dll and dbghelp.dll are installed in “C:\Windows\System32”.
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Why “WinDbg. From A to Z ?

WinDbg's documentation is sub-optimal for people new to the
(e]0][@
Without good documentation and examples the learning curve

for WinDbg Is very steep

In fact many people give up soon after the installation.

“WInDbg. From A to Z!” Is a quick start and introduction to
WinDbg. After reading it you will have a good feeling about

what WinDbg is and what it can do for you.

While many parts of “WinDbg. From A to Z!"” are based on user-mode examples, you will benefit
from it even if you are doing kernel-mode development. Note that the same debugging engine is
running behind the scenes, no matter if you debug user-mode or kernel-mode code. Essentially

the only visible difference for kernel-mode debugging is that you will end up using another set of
extension commands.
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Table of Contents Roadmap

Behind the Scenes
* Using WIinDbg
* Global Flags
* Application Verifier
* Process Dumps



Debugging Tools for Windows XP

e WinDbg.exe E
* ntsd.exe

* cdb.exe

e kd.exe > —  dbgeng.dl
* dbgsrv.exe

* userdump.exe

* drwtsn32.exe Y,

. ™
e Jivekd.exe V/

* OlyDbg.exe > —— dbghelp.dll
* ProcessExplorer.exe
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Debug Help Library: dbghelp.dll

* Documented in MSDN

* |ncluded in the operating system, starting with Windows 2000

* Contains support routines for:
a) Process Dumping (MiniDumpWriteDump , DbgHelpCreateUSerDump, ..)
b) Obtaining Stack Traces (StackWalk64, ...)
c) Symbol Handling (SymFromAddr, Sym* ..)

d) Obtaining info about executable images (ImageNtHeader, FindDebuglnfoFile, ..)

Many c) and d) functions are duplicates (same declaration) also found and exported from imagehlp.dll.

While many imaghlp functions are simply forwarded to dbghelp functions, a disassembly of some functions
reveals that they are obviously build from the same sources (see disassembly on next slide). While some
MS Tools prefer the usage of DbgHelp.dll, some tools like Visual Studio or Dependency Walker rely on
imagehlp.dll or use both libraries.
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dbghelp!imageNtHeader vs. imagehlp!ImageNtHeader

0:000>Juf dbghelpl InageNtHeader|
dbghelpT r

6d59a??0
£d59a772
64592777
£d59a77c
£5d59a77e
£5d59a781
£5d59a783

push
push
call
HOT
now
test
je

682832586d
=8d0=00100
33ci
8b4d08
85c9

743c

dbghelp!RtlpInageNtHeader+0x15:
6d59a785 83f9ff cnp
6d59a788 7437 je

dbghelplRtlpInageNtHeader+0xla:
6d59a78a 214%5fc and
6d59a78d 6681394d5a cnp
6d59a792 7529 jne

dbghelplRtlpInageltHeader+0x24 :
6d59a794 BbE13c nowv
6d59a797 8lfa00000010 Chnp
6d59a79d 73le jas

dbghelp!RtlplnageNtHeader+0=21 :
6d59a79f 8d040a lea
6d59a7a2 894L=4d now
6d59a7a5 813850450000 cnp
6d59a7ab 7410 je

dbghelp!RtlpInageNtHeader+0x3d :
6d5%a7ad 330 =OT
6d5%a7af 894Le=d now
6d59a7bZ =b09 imp

dbghelplRtlpInagelNtHeader+0xdd :
6d59a7bd 834dfcff or

dbghelplRtlpInageltHeader+0x51 :
£d59a7cl e8cle00100 call
6d59a7cE c20400 ret

dbghelp! InageltHeader:
£d5%a7ce 8b

6d59a7d0

6d59a7d1

6d59a7d3

6d5%a7d4 =997ffffff

0Ch

off=zet dbghelp!irmFuncticonEntrvCache:

dbghelp!
SaX, SaK
ecx, dvord ptr [sbp+8]

SCE, SCH
dbghelp!RtlpInageNtHeader+0x51

_SEH prolog {(edtib8gdc)

ecx, OFFFFFFFFh
dbghelplRtlpInageNtHeader+0x51

dword ptr [ebp-4].esax
word ptr [ecx].5440h
dbghelplRtlpInageNtHeader+0=xdd

edx, dvord ptr [ecz=+3Ch]
ed=z, 10000000k
dbghelp!RtlplnageNtHeader+0=xdd

sax, [edztecz]

dword ptr [sbp-1Ch]. =sax

dword ptr [=ax]. 4550k
dbghelp!RtlpInageNtHeader+0=4d

SaX, EAK
dword ptr [ebp-1Ch].eax
dbghelplRtlpInageNtHeader+0xdd

dword ptr [ebp-4].0FFFFFFFFh

dbghelp! SEH epilog (6dShB887)
4

edl, edi
sbp
sbp. esp
ebp

“vitable'+0=zc (64583228

(6d5%a7cl)

{6d59a7c1)

{6d59a7hd )

(6d59a7bd)

(6d5%a7bd)

{6d59a7hd)

dbghelp!RtlpInageNtHeader (6d4d59a770)

0: UDD>
imageh[DTR

?60135d2
7Ec135d4
7Ec135d9
7Eclitde
7Ecl35el
7hcliteld
7hcl35elb

push
push
call
HOT
nov
test
je

632036c176
efledcffif
330
gb4dog
859

7430

imagehlp!RtlpInageNtHeader+0=215:
7hcl35e? S3f9ff fus u}
7hcl3bea 742b je

imagehlp!RtlpInageNtHeader+0xla:
76cl35ec 2145fc and
7bcl3tef BEB1394dG6a cnp
76cl135f4 751d jne

imagehlp!EtlpInageltHeader+0x24 :
76c135f6 8b513c nowv
76c135£9 81fa00000010 cnp
THc13G5Ef 7312 jae

imagehlp!EtlpInageNtHeader+0=21 :
7613601 8d040a lea
76cl13604 89454 nowv
713607 813850450000 Chp
7Ecl1360d 0£857c3d000o jne

imagehlp!EtlplnageltHeader+0=z4d:
7Hcl3613 B3d4dfcff or

imagehlp!RtlpInageNtHeader+0=251:
7613617 =80bdocffff call
7ecl1361lc =20400 ret

imagehlp!RtlpInageNtHeader+0=3d:
76c1738f 33c0 HOr
7617391 89454 nowv
717394 =97ac2fffif Jmp

imagehlp! InageNtHeader:
76cl17?77ad Bbif

76c177af G5

76c177b0 Bbec

76c177b2 Bd

76c177b3 =e91labeffff

nov
pu=sh
nov
pop
Jmp

0Ch

oifset imagehlp!
imagehlp! SEH prolog (7eclllec)
SaH,.eax

=cx ., dvord ptr [=bp+8]

SCH,SCKE
imagehlp!RtlpInageNtHeader+0x51

ecx. OFFFFFFFFh
imagehlp!RtlpInageNtHeader+0x51

dword ptr [ebp—4].esax
word ptr [ecx].5A4Dh
imagehlp! Rt lpInageltHeader+0xdd

ed=,.dvord ptr [sc=+3Ch]
ed=, 10000000k
imagehlp! Rt lpInageltHeader+0xdd

eax, [edz+ecz]

dyord ptr [ebp-1Ch], eax

dvord ptr [eax].4550h
imagehlp!RtlpInageltHeader+0x3d

dwyord ptr [=bp-4].0FFFFFFFFh

imagehlp! SEH epilog (7ecll227)
4

SaX, Sax
dword ptr [ebp-1Ch]. eax
imagehlp! Rt lpInageltHeader+0xdd

edi.edi
ehbp
ebp.esp
eb

‘string'+0x2c (76cl3eZ0)

(76c13617)

(76c13617)

(76c13613)

(76c13613)

(7ecl738L)

(76c13613)

P
imagehlp!RtlpInageltHeader (7bc13542)
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ImageHIp Dependencies

 Dependency Walker - [imagehlp.dlL]
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Debugger Engine API: dbgeng.dll

* Documented in WinDbg’s documentation

To get the header and lib files for dbgeng.dll: Chose “Custom Installation”
and select "SDK" components in addition to the standard items.

* |ncluded in the operating system, starting with Windows XP

* Accessible through interfaces:
IDebugAdvanced, IDebugControl, IDebugSystemObijects, ...

* Everything that can be performed by a debugger is exposed by an
Interface

Fact 1: WinDbg is really just a shell on top of a debugging engine.

Fact 2: You can write new standalone tools on top of this engine.

9

www.windbg.info



DbgEng Dependencies

" Dependency Walker - [dbgeng.dll]
B File Edit Wiew Options Profile  Window Help

|DebugAdvanced, |DebugControl,
|Debug Sy stemObject, ...
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Debug Symbols

* Executables are just sequences of raw bytes

* Symbols help the debugger to:
* map raw addresses in the executable to source-code lines
* analyze internal layout and data of applications

* Program Database PDB Files

* The newest Microsoft debug information format
COFF and CodeView are considered deprecated.

PDB'’s are stored in a file separately from the executable

PDB format is not documented

There are special APIs to work with it: DbgHelp.dll and MsDiaXY.dll
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Kinds of Debug Information

Kind of information Description
Public functions and variables Functions and variables visible across several | )
compilation units (source files) linker:
FPO information Additional information needed for retrieving e /pdbstripped
stack-frames when compiling with FPO
optimization (frame pointer omission) J
Private functions and variables All functions and variables including local
variables, function parameters, ..
Source file and line information Source file and line information
Type information Additional information for functions and
variables.
Variables: type (int, string, ..)
Functions: number and type of parameters,
calling convention, return value

Public Symbols for MS modules (kernel32.dll, user32.dll, ..) are always stripped.

12

www.windbg.info



Generating Debug Information

The build process consists of two steps
1) compiler: generates machine instructions which are stored into .OBJ files
2) linker: combines all available .OBJ and .LIB files into the final executable

For Debug Information we also need two steps:
1) compiler: generates debug information for every source file

2) linker: combines available debug information into the final set of debug information
for the executable

Compiler options: /1Z7, /Zi, IZI
Linker options: /debug, /pdb, /pdbstripped

Point of interest for Static libraries: Use /Z7 to store the debug information in the resulting .LIB file.
13
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Matching Debug Information

Signature stored into executable and
PDB file during build

For PDB 2.0 files: Time Stamp
For PDB 7.0 files: GUID generated during build

For a debugger match this signature
must be the same

Debugger

Algorithm to search PDB files:
1. Try module (EXE or DLL) folder

2. Try name and path specified in the PE file (the NB10 or RSDS
debug header)

3. Try environment variables:
NT_SYMBOL PATH and NT_ALT _SYMBOL_PATH
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Call Stack

Without valid symbols

002df350 ntdll'DbgBreakPoint
002df43cTestApplication+0x127eb

002df544 TestApplication+0x12862

002df550 MFC80UD!AfxDIgProc+0x3e

002df57c USER32!InternalCallWinProc+0x28
002df5f8 USER32!UserCallDIgProcCheckWow+0x102
002df648 USER32!DefDIgProcWorker+0xb2
002df668 USER32!DefDIgProcW+0x29

002df694 USER32!InternalCallWinProc+0x28
002df70c USER32!UserCallWinProcCheckWow+0x16a
002df744 USER32!CallWindowProcAorW+0xab
002df764 USER32!CallWindowProcW+0x1b
002df788 MFC80UD!CWnd::DefWindowProcW+0x32
002df7a4 MFC80UD!CWnd::Default+0x3b

002df7¢8 MFC80UD!CDialog::HandlelnitDialog+0xd3
002df900 MFC80UD!CWnd::OnWndMsg+0x817
002df920 MFC80UD!CWnd::WindowProc+0x30
002df99c MFCB80UD!AfxCallwndProc+0xee

002df9bc MFC80UD!AfxWndProc+0xa4

002df9f8 MFC80UD!AfxWndProcBase+0x59

With valid symbols

002df350 ntdll'DbgBreakPoint

002df43c TestApplication!CMyDIg::Prelnit+0x3b [MyBlcpp @ 75]
002df544 TestApplication!CMyDIg::OnlnitDialog+0xg®yDlg.cpp @91]
002df550 MFC80UD!AfxDIgProc+0x3e

002df57c USER32!InternalCallWinProc+0x28

002df5f8 USER32!UserCallDIgProcCheckWow+0x102
002df648 USER32!DefDIgProcWorker+0xb2

002df668 USER32!DefDIgProcW+0x29

002df694 USER32!InternalCallWinProc+0x28

002df70c USER32!UserCallWinProcCheckWow+0x16a
002df744 USER32!CallWindowProcAorW+0xab

002df764 USER32!CallWindowProcW+0x1b

002df788 MFC80UD!CWnd::DefWindowProcW+0x32

002df7a4 MFC80UD!CWnd::Default+0x3b

002df7¢c8 MFC80UD!CDialog::HandlelnitDialog+0xd3

002df900 MFC80UD!CWnd::OnWndMsg+0x817

002df920 MFC80UD!CWnd::WindowProc+0x30

002df99c MFCB80UD!AfxCallwWndProc+0xee

002df9bc MFC80UD!AfxWndProc+0xa4

002dfof8 MFC80UD!AfxWndProcBase+0x59
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Invasive vs. Noninvasive Debugging and Attaching

Invasive attach:

DebugActiveProcess is called

break-in thread is created

prior to Windows XP: target application is killed on debugger exit or detach
there can be only one invasive debugger attached to a process at any time

Noninvasive attach:

OpenProcess is called

no break-in thread is created

we don’t attach to the process as a debugger

all threads of the target application are frozen

we can change and examine memory

we cannot set breakpoints

we cannot step through the application

we can exit or detach the debugger without killing the target application

we can attach several noninvasive debuggers to a process (+ one invasive debugger)

useful if:
» the target application is being debugged by Visual Studio (or any other invasive debugger), we
can still attach WinDBG as a noninvasive debugger in order to get additional information

» the target application is completely frozen and cannot launch the break-in thread necessary for

a true attach
16
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EXxceptions

A system mechanism that isn’t language specific.

Exceptions are made accessible through language extensions.

Example: the try & except construct in C++.

Don't use try-catch-except for condition checking in time critical parts of
your application.

For every exception the system creates an exception record, searches for frame based
exception handlers (catch-except) through all stack frames in reverse order, and finally
continues with program execution. This can result in performance degradation due to the
execution of hundreds of instructions.
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Exception Dispatching

Exception
7 handlers
dispatcher (_try, _except)

Start Posmortem debuger
(specified in AeDebug registry)

RaiseException RaizeExcaption
{second chance) {second chance)

1) The system first attempts to notify the process's debugger, if any

2) If the process is not being debugged, or if the associated debugger does not handle the exception
(WinDbg gN == Go with Exception Not Handled), the system attempts to locate a frame-based
exception handler

3) If no frame-based handler can be found, or no frame-based handler handles the exception, the
UnhandledExceptionFilter makes a second attempt to notify the process's debugger. This is known as
second-chance or last-chance notification.

4) If the process is not being debugged, or if the associated debugger does not handle the exception, the
postmortem debugger specified in AeDebug will be started.

18
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Exception Dispatching and SetUnhandledExceptioalilt

Frame-based Mot Hardlsd?
:::;:&ﬁm ] handlers vl UnhandledExceptionFilter
i [ try, excepl)

RaizeException

{second chance) ™~ —l

Start Posmoriam debuger
(specified in AeDebug registry)
RaiseExceplion
isecond chance)

hMyExceptionFilter
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AeDebug? Postmortem Debugging!

Set/Change postmortem debugger:
« WinDbg -I
e drwtsn32 -i

Postmortem settings:

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug

Whatever program is specified in AeDebug is run.
No validation is made that the program is actually a debugger!

% Registry Editor @@

File Edt WYiew Favorites Help
1 Mame Type Data

(valle not set)

ab] bebugger
E‘_’jF‘rE sualSkudio7Debugger

R
R
R
R

Py ComputeriHKEY _LOCAL_MACHIME|SOFTWARE Microsoft) Windows NTYCurrentWersiondeDebug
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Table of Contents Roadmap

Behind the Scenes
Using WinDbg
* Global Flags
* Application Verifier
* Process Dumps
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WinDbg Commands

Regular commands
— are used to debug processes
— Examples: k, Im, g

Meta or Dot-Commands

— usually control the behavior of the debugger
— Examples: .sympath, .cls, .lastevent, .detach, .if

Extension Commands
— implemented as exported functions in extension DLLs
— are a large part of what makes WinDbg such a powerful debugger

— there is a set of preinstalled extension DLLs: exts.dll, ntsdexts.dll, uext.dll,
wow64exts.dll, kdexts.dll, ..

— we can write our own extension DLLs
— Examples: lanalyze, !'address, 'handle, !peb

22
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Main Extensions

lexts.help
IUext.help
INtsdexts.help
IKdexts.help
llogexts.help
Iclr10\sos.help

lwow64exts.help

General Extensions

User-Mode Extensions (non-OS specific)
User-Mode Extensions (OS specific)
Kernel-Mode Extensions

Logger Extensions

Debugging Managed Code

Wow64 Debugger Extensions
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Symbols in WinDbg

~NT _SYMBOL PATH environment variable must be set

Example for MS symbols:
_NT_SYMBOL_PATH =srv*C:\Symbols\MsSymbols*http://msdl.microsoft.com/download/symbols;

With this setting WinDbg will automatically download all needed symbols for MS components (i.e. kernel32) from the MS server.

In WinDbg’s GUI you can access symbol settings from:

(Menu) File  Symbol File Path ... (Ctrl+S)

Useful Commands:

.sympath get/set path for symbol search

.sympath +XY append XY directory to the searched symbol path

Isym noisy instructs the debugger to display information about its search for symbols
Id kernel32 load symbols for kernel32.dll

Id * load symbols for all modules

.reload reloads symbol information

X kernel32!* examine and list all symbols in kernel32

x kernel32!*LoadLibrary* list all symbols in kernel32 which contain *LoadLibrary*

dt ntdlI™ display all variables in ntdll
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Sources in WinDbg

~NT SOURCE_PATH environment variable must be set
Example:

_NT_SOURCE_PATH=C:\Sources

In WinDbg’s GUI you can access source settings from:
— (Menu) File  Source File Path ... (Ctrl+P)

Useful Commands:

— .srcpath get/set path for source-file search
— .srcpath+ XY append XY directory to the searched source path
Important: Be sure to set up the symbols and sources for WinDbg correctly . This is the first

and most important step where people new to WinDbg often fail. Note that without symbols
for MS components (kernel32.dll, ntdll.dll,.. ) many commands in the following sections will
not work.

25
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Processes and Threads on Windows NT

User-mode: Process address space

Kernel-mode: System address space

Process block
EFROCESS

Thread block
ETHREAD

Every Windows process is represented by an executive process block (EPROCESS) in
kernel-mode

EPROCESS points to a number of related data structures; for example, each process has
one or more threads represented by executive thread blocks (ETHREAD)

EPROCESS points to a process environment block (PEB) in process address space

ETHREAD points to a thread environment block (TEB) in process address space
26
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PEB and TEB

PEB = Process Environment Block
— basic image information (base address, version numbers, module list)
— process heap information
— environment variables
— command-line parameter
— DLL search path
— Display it: !peb, dt nt! PEB

TEB = Thread Environment block
— stack information (stack-base and stack-limit)
— TLS (Thread Local Storage) array
— Display it: !teb, dt nt! TEB

FACT: Many WinDbg commands (Im, !dlls, limgreloc, !tls, !gle) rely on the data
retrieved from PEB and TEB.
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Example- PEB“ dump’

0:001> dtnt! PEB -r @$peb
+0x000 InheritedAddressSpace : 0 "
+0x001 ReadlmageFileExecOptions : 0 "
+0x002 BeingDebugged : 0x1 "

+0x008 ImageBaseAddress : 0x00400000

+0x00c Ldr
+0x000 Length : Ox28
+0x004 Initialized  : 0x1"

+0x008 SsHandle : (null)

+0x00c InLoadOrderModuleList

+0x000 Flink : 0x002d1eb0 _LIST_ENTRY [

+0x004 Blink : 0x002da998 _LIST_ENTRY [

+0x014 InMemoryOrderModuleList

+0x01c InInitializationOrderModuleList

+0x024 EntrylnProgress : (null)
+0x010 ProcessParameters : 0x001c0000 RTL_USER_PRO
+0x000 MaximumLength : 0x102c
+0x004 Length : 0x102c
+0x008 Flags : 0x4001
+0x00c DebugFlags :0

+0x024 CurrentDirectory : CURDIR
+0x000 DosPath : _UNICODE_STRING "D:\Devel
+0x008 Handle : 0x00000024

+0x030 DlIPath : _UNICODE_STRING "C:\WINDO

/I @$peb = address of our process’s PEB (see pseudo

: 0x7d6a01e0 PEB_LDR_DATA

-register syntax)

. _LIST_ENTRY [ 0x2d1eb0 - 0x2da998 |

0x2d1f08 - Ox7d6allec ]
Ox7d6a0lec - 0x2d9f38 ]

©_LIST_ENTRY [ 0x2d1eb8 - 0x2da9a0 ]

. _LIST_ENTRY [ 0x2d1f18 - 0x2da9a8 ]

CESS_PARAMETERS

opment\Utils\"

WS\system32;C:\WINDOWS\system;C:\WINDOWS;..."
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WinDbg Commands for Retrieving Process and Modufierination

Command Description
Ipeb displays a formatted view of the information in the
process environment block (PEB)
dt nt! PEB Addr full PEB dump
Im list loaded and unloaded modules
ImD -||- (output in Debugger Markup Language)

Im vm kernel32

verbose output (including image and symbol
information) for kernel32

lImi kernel32

similar implementation as an extension

Idlls

display list of loaded modules with loader specific
information (entry point, load count)

Idlls —c kernel32

same as before for kernel32 only

limgreloc

display relocation information

Idh kernel32

display the headers for kernel32
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Example- Module Information

0:001> !dlls -c msvcrt
Dump dll containing 0x77ba0000:
0x002d40c0: C:\WINDOWS\system32\msvcrt.dll
Base 0x77ba0000 EntryPoint Ox77baf78b Size 0x0005a000
Flags 0x80084006 LoadCount 0x00000007 Tlsindex 0x00000000
LDRP_STATIC_LINK
LDRP_IMAGE_DLL
LDRP_ENTRY_PROCESSED
LDRP_PROCESS_ATTACH_CALLED

0:001> Im vm msvcrt
start end module name
77ba0000 77bfa000 msvcrt  (deferred)
Image path: C:\WINDOWS\system32\msvcrt.dl|
Image name: msvcrt.dll
Timestamp: Fri Mar 25 03:33:02 2005 (4243785
CheckSum: 0006288A
ImageSize: 0005A000
File version:  7.0.3790.1830
Product version: 6.1.8638.1830

CompanyName:  Microsoft Corporation

ProductName:  Microsoft® Windows® Operating Syste

InternalName:  msvcrt.dll

OriginalFilename: msvcrt.dll

ProductVersion: 7.0.3790.1830

FileVersion:  7.0.3790.1830 (srv03_spl rtm.0503 24-1447)
FileDescription: Windows NT CRT DLL

LegalCopyright: © Microsoft Corporation. All right s reserved.
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WinDbg Commands for Retrieving Thread Information

Command Description

~ thread status for all threads

~0 thread status for thread O

= thread status for currently active thread

~* thread status for all threads with some extra info
(priority, StartAdress)

~* Kk call stacks for all threads ~ lunigstack

~<thread>s set current thread

Igle Get last error

runaway displays information about time consumed by each thread

quick way to find out which threads are spinning out of control

or consuming too much CPU time

Iteb displays a formatted view of the information in the
thread environment block (TEB)

dt nt! TEB Addr full TEB dump
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Example- Threads

0:001> lrunaway 7
User Mode Time
Thread Time
0:d28 0 days 0:00:00.015
1:2b0 0 days 0:00:00.000
Kernel Mode Time
Thread Time
0:d28 0 days 0:00:00.093
1:2b0 0 days 0:00:00.000
Elapsed Time
Thread Time
0:d28 0 days 0:04:04.156
1:2b0 0 days 0:03:53.328

0:000> -~*

. 0 Id: dac.d28 Suspend: 1 Teb: 7efdd000 Unfrozen
Start: TestApp!ILT+1415( wWinMainCRT Startup) (00411
Priority: O Priority class: 32 Affinity: 3

1 Id: dac.2b0 Suspend: 1 Teb: 7efda000 Unfrozen
Start: 00000001
Priority: O Priority class: 32 Affinity: 3

0:000> !gle
LastErrorValue: (Win32) 0 (0) - The operation completed successfully
LastStatusValue: (NTSTATUS) 0 - STATUS_WAIT_O

32
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Windoews and Menum WinDbg

WinDbg’s windows can be docked or floating.

1) Docked Windows = the preferred way of using windows
. Shrink and grow with the WinDbg frame

. Are positioned and sized relatively to each other as the frame changes
. Can be tabbed. Tabbed windows are overlaid
. WinDbg supports multiple docks (handy for a multi-monitor system)
. Ctrl-Tab iterates through all windows in all docks
2) Undocked or floating windows

Are always on top of the WinDbg window

Each window in WinDbg has its own menu.

. Menus can be accessed by a:
. left-click on the menu button (next to the close button)
. right-click on the title bar of a window
. right-click on the tab of a tabbed window
. Be sure to check these menus . They are often hiding interesting features.

33
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Example of a Running Instance of WinDbg
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DML In WinDog



Mlernory:



Exarmple- Stack Size for a Thread




Mernory: Stack Growin



Exarmple- Stack Growth




WinDbg Cornrands for Retrieving Csltack Inforrmation



r‘a-

=xample- UnigStack

0:000> !unigstack
Processing 2 threads, please wait

. 0 1d: dac.154c Suspend: 1 Teb: 7efdd000 Unfroze
Start: TestApp!ILT+1415(_ wWinMainCRTStartup) (00411
Priority: O Priority class: 32 Affinity: 3
ChildEBP RetAddr
002df44c 00411eeb ntdll!DbgBreakPoint
002df52c 783c2100 TestApp!CMyDialog::OnBnClicked Ex
002df570 783c2842 MFC80UD!_ AfxDispatchCmdMsg+0xb0
002df5d4 7839d671 MFC80UD!CCmdTarget::OnCmdMsg+0x2e
002df610 7836142d MFC80UD!CDialog::OnCmdMsg+0x21

002dffb8 0041371d TestApp! tmainCRTStartup+0x289 [
002dffcO 7d4e992a TestApp!wWinMainCRTStartup+0xd [f
002dfff0 00000000 kernel32!BaseProcessStart+0x28

. 1 1d: dac.127c Suspend: 1 Teb: 7efda000 Unfroze

Start: 00000001

Priority: O Priority class: 32 Affinity: 3
ChildEBP RetAddr
0242550 7d626c3f ntdll!NtQueryAttributesFile+0x12

0242ff08 7d62b958 ntdll'LdrpCallinitRoutine+0x14
0242ffbc 7d674613 ntdll!LdrShutdownThread+0xd2
0242ffc4 7d665017 ntdll!RtIExitUserThread+0xa
0242fff4 00000000 ntdll!'DbgUiRemoteBreakin+0x41

Total threads: 2

58c)

ecuteBreakPoint+0x2b [d:\TestApp\MyDialog.cpp @ 72]

2

f\sp\vctools\crt_bld\self x86\crt\src\crtexe.c @ 5
:\sp\vctools\crt_bld\self x86\crt\src\crtexe.c @ 41

89]
4]
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Example— Process Memory Inforrmation

0:000> !address

00000000 : 00000000 - 00010000
Type 00000000
Protect 00000001 PAGE_NOACCESS
State 00010000 MEM_FREE
Usage RegionUsageFree

00010000 : 00010000 - 00001000
Type 00020000 MEM_PRIVATE
Protect 00000004 PAGE_READWRITE
State 00001000 MEM_COMMIT
Usage RegionUsageEnvironmentBlock

-------------------- Usage SUMMARY ----------------- -

TotSize (  KB) Pct(Tots) Pct(Busy) Usage
1950000 ( 25920):01.24% 36.03% : RegionUs agelsVAD
7b9b1000 ( 2025156) : 96.57% 00.00% : RegionU sageFree
12e2000 ( 19336) : 00.92% 26.88 % : RegionUsagelmage
110000 ( 1088) : 00.05% 0151 % : RegionUsageStack
2000 ( 8) : 00.00% 00.01% : RegionUsage Teb
2a0000 ( 2688) : 00.13% 03.74 % : RegionUsageHeap
1658000 ( 22880) : 01.09% 3181 % : RegionUsagePageHeap
1000 ( 4):00.00% 00.01% : RegionUsage Peb
1000 ( 4):00.00% 00.01% : RegionUsage ProcessParametrs
1000 ( 4):00.00% 00.01% : RegionUsage EnvironmentBlock
Tot: 7fff0000 (2097088 KB) Busy: 0463f000 (71932 KB )
-------------------- State SUMMARY -----------------

TotSize (  KB) Pct(Tots) Usage

2efa000 ( 48104) : 02.29% : MEM_COMMIT
7b9b1000 ( 2025156) : 96.57% : MEM_FREE

1745000 ( 23828):01.14% : MEM_RESERVE



WinDog Cornrnands for Retrieving rHleap Inforrmation
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Wno called HeapAlloc?

lheap -p -a <UserAddr>

dt ntdll! DPH_HEAP_BLOCK StackTrace <MyHeapBlockAdd r>

dds <StackTrace>
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Example- Wno called HeapAlloc?

/I HeapAlloc (0x00150000, 8, dwBytes = 0x00A00000 )-->>  0x025F1000 ;

0:000> 'heap -p -a 0x025F1000
address 025f1000 found in
_DPH_HEAP_ROOT @ 151000

in busy allocation ( DPH_HEAP_BLOCK UserAddr UserSize - VirtAddr VirtSize)
15449c : 25f1000 a00000 - 25f0000 a02000

7¢91b298 ntdll'RtIAllocateHeap+0x00000e64

0045b8b1 TestApp!CMyDIg::OnBnClicked HeapAlloc+0x00 000051

004016e0 TestApp! AfxDispatchCmdMsg+0x00000043
004018ed TestApp!CCmdTarget::OnCmdMsg+0x00000118
00408f7f TestApp!CDialog::OnCmdMsg+0x0000001b

0:000> dtntdll! DPH_HEAP_ BLOCK StackTrace 15449c
+0x024 StackTrace : 0x0238e328 _RTL_TRACE_BLOCK

0:000> dds 0x0238e328
0238e328 abcdaaaa

0238e334 00000001

0238e338 00200000

0238e33c 00151000

0238e340 01bl7blc

0238e344 0238e348

0238e348 7c¢91b298 ntdll!RtlAllocateHeap+0xe64

0238e34c 0045b8b1 TestApp!CMyDIg:: OnBnClicked_HeapAlloc  +0x51 [d:\development\sources\TestApp\MyDlg.cpp @ 3 66]
0238e350 004016€e0 TestApp! AfxDispatchCmdMsg+0x43 [f:\sp\vctools\ve7libs\ship\atimfc\src\mfc\cmdtarg. cpp @ 82]
0238e354 004018ed TestApp!CCmdTarget::OnCmdMsg+0x1 18 [f:\sp\vctools\vc7libs\ship\ atimfc\src\mfc\cmdtarg.cpp @ 381]

0238e358 00408f7f TestApp!CDialog::OnCmdMsg+0x1b [ f\sp\vctools\ve7libs\ship\atimfc\src\mfc\dlgcore.c pp @ 85]



Who called F

lheap -p —h <HeapHandle>

dt ntdll! DPH_HEAP_ROOT CreateStackTrace <MyHeapRoo tAddr>

dds <CreateStackTrace>
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Exarmple- Who called HeapCreaie?

/I HeapCreate ( 0xO000000A, 0,0 ) -->> 0x03000000 ;

0:000> 'heap -p -h 0x03000000
_DPH_HEAP_ROOT@ 3001000
Freed and decommitted blocks
DPH_HEAP_BLOCK : VirtAddr VirtSize
Busy allocations
DPH_HEAP_BLOCK : UserAddr UserSize - VirtAddr VirtS ize

0:000> dtntdll'! DPH_HEAP_ROOT CreateStackTrace 3001000
+0x08c CreateStackTrace : 0x0238e328 RTL _TRACE_BLOCK

0:000> dds 0x0238e328

0238e328 abcdaaaa

0238e32c 00000001

0238e330 00000010

0238e334 00000000

0238e338 00000000

0238e33c 00000000

0238e340 00000000

0238e344 0238e348

0238e348 7c¢93a874 ntdll!RtICreateHeap+0x41
0238e34c 7c812bff kernel32!HeapCreate+0x55

0238e350 0045b841 TestApp!CMyDIg:: OnBnClicked_HeapCreate  +0x31 [d:\development\sources\TestApp\MyDIg.cpp @ 3 45]
0238e354 0040b122 TestApp! AfxDispatchCmdMsg+0x43 [f:\sp\vctools\ve7libs\ship\atimfc\src\mfc\cmdtarg. cpp @ 82]
0238e358 0040b32f TestApp!CCmdTarget::OnCmdMsg+0x1 18 [f:\sp\vctools\vc7libs\ship \atimfc\src\mfc\cmdtarg.cpp @ 381]

0238e35c 00408838 TestApp!CDialog::OnCmdMsg+0x1b [ f\sp\vctools\ve7libs\ship\atimfc\src\mfc\dlgcore.c pp @ 85]



Finding Memory Leaks on the rleap



[\ = A b ~ 7= ~ ol I ~
=xample- Finding Mernory Leaxs on ine rleap
0:001> 'heap -stat-h O
Allocations statistics for
heap @ 00150000
group-by: TOTSIZE max-display: 20
size #blocks total ( %) (percent of tota | busy bytes)
100000 101 - 10100000 (99.99) 0x101 * 1MB allocated. Looks like a good candidate for a memory leak.
928 2 - 1250 (0.00)
64 24 - el0 (0.00)
0:001> 'heap -flt s 2100000 get all allocations with size: 100000
_DPH_HEAP_ROOT @ 151000
Freed and decommitted blocks
DPH_HEAP_BLOCK : VirtAddr VirtSize
Busy allocations
DPH_HEAP_BLOCK : UserAddr UserSize - VirtAddr VirtSize
02410698 : 13831000 00100000 - 13830000 00102000
02410620 : 13721000 00100000 - 13720000 00102000
There should be 0x101 entries with size 100000 outp ut here.
Let's take the first one with UserAddr=0x13831000
0:001> !'heap -p -a 13831000
address 13831000 found in
_DPH_HEAP_ROOT @ 151000
in busy allocation ( DPH_HEAP_BLOCK: UserAddr UserSize - VirtAddr VirtSize)
24f0698: 13831000 100000 - 13830000 102000
7¢91b298 ntdll'RtIAllocateHeap+0x00000e64
0045b74e TestApp!CMyDIg :: OnBnClicked_DoMemorylLeak +0x0000003e

0040b122 TestApp! AfxDispatchCmdMsg+0x00000043
0040b32f TestApp!CCmdTarget ::OnCmdMsg+0x00000118
00408838 TestApp!CDialog ::OnCmdMsg+0x0000001b



Critical Section Related Cormnmancds



ca

Example— Crit

0:000> !cs -s -0 0x0012fe08

Critical section = 0x0012fe08 (+Ox12FEO08)
Debuginfo = 0x031c4fe0

LOCKED

LockCount =0x0

OwningThread = 0x00000c8¢c

OwningThread Stack =
ChildEBP RetAddr Args to Child
0012f488 004badd9 0012f810 02854f10 00000000 ntdll!
0012f568 0054fd2c 00000000 004bb621 00681d70 TestAp
0012f594 00550365 0012fd78 0000001c 00000000 TestAp
0012f5f0 005517f1 0000001c 00000000 00000000 TestAp

Stack trace for Debuglnfo ( Initialization Stack
0x7¢911a93: ntdll'RtlInitializeCriticalSectionAndSp
0x7c809eff: kernel32!InitializeCriticalSection+0xE
0x004c101d: TestApp!CCriticalSection::Init+0x3D
0x004c10a0: TestApp!CCriticalSection::CCriticalSect

0:000> lcs -t
Verifier package version >= 3.00
Tree root 02fd8fd0

Level Node CS Debug InitThr EnterThr

0 02fd8fd0 0012fe08 031c4fe0 c8c
1 02fa8fd0 00680714 03148fe0  c8c 0
2 02fa2fd0 00680f70 02850fe0  c8c  c8c

c8c 0

| Sectlon

DbgBreakPoint
p!CMyDialog::OnBnClicked EnterCs+0x39
p!_AfxDispatchCmdMsg+0x9c
p!CCmdTarget::OnCmdMsg+0x285

)= 0x031c4fe0:

inCount+0xC9

ion+0x40

WaitThr TryEnThr LeaveThr EnterCnt WaitCnt
0 1 0
0 0 0 0 0
0 0 c8c 4848 0
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Example—dt & dv

0:000> dt TestApp!CMyDialog
+0x000 _ VFN_table : Ptr32
=00400000 classCObject : CRuntimeClass
=00400000 classCCmdTarget : CRuntimeClass
=00400000 _commandEntries : [0] AFX_OLECMDMAP_ENTR Y
=00400000 commandMap : AFX_OLECMDMAP
=00400000 _dispatchEntries : [0] AFX_DISPMAP_ENTRY

+0x004 m_dwRef : Int4B

+0x008 m_pOuterUnknown : Ptr32 lUnknown

+0x00c m_xInnerUnknown : Uint4B

+0x010 m_xDispatch  : CCmdTarget::XDispatch

+0x014 m_bResultExpected : Int4B

+0x018 m_xConnPtContainer : CCmdTarget::XConnPtCont ainer
+0x01c m_pModuleState : Ptr32 AFX_MODULE_STATE

=00400000 classCWwnd : CRuntimeClass

+0x020 m_hwnd : Ptr32 HWND___

+0x064 m_|IpDialoglnit : Ptr32 Void

+0x068 m_pParentWnd : Ptr32 CWnd

+0x06c m_hWndTop : Ptr32 HWND__

+0x070 m_pOccDialoginfo : Ptr32 _AFX_OCC_DIALOG_INF (0]
+0x074 m_hlcon :Ptr32 HICON__

+0x078 m_nn : Int4B

0:000> dv/t/iV
prv local 002df440 @ebp-0x08 class CMyDialog * this = 0x002df e24
prv param 002df450 @ebp+0x08 int nn =1
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Expressions in WinDog



More Apout EXPressions



Exarmple— Value of a variable




Exarmple— MASM vs. C++ Expressions




Cornrnon Nurneric MASM Operators



some NorNurneric Operators in MASM



Optirnizaiions



—an

Example— Siructs in C++ Synitax

e
/I For better performance: $! symName ... for local symbols

I <ModuleName>! symName ... for global symbols
e e

0:000> ??dlg.m_nn

int 0

0:000> ?? $!dlg.m_nn

int 0

0:000> ?? sizeof($!dlg.m_nn)
unsigned int Oxac

0:000> ??(( MyModule! CMyDIg*) 0x12f878)->m_nn
int 0

0:000> ?? ((ntdll!_TEB*) 0x7ffdf000)->Clientld
struct _CLIENT_ID

+0x000 UniqueProcess : 0x000017d8 // PID
+0x004 UniqueThread : 0x00000ea8 // TID
0:000> ?? @%$teb->Clientld Il The C++ expression evaluator casts
struct _CLIENT_ID I pseudo-registers to their appropriate types

+0x000 UniqueProcess : 0x000017d8
+0x004 UniqueThread : 0x00000ea8

0:001> r? $t0 = @$peb->ProcessParameters Il Note that type information is preserved
0:001> ?? @$t0->CommandLine /I for user-defined pseudo registers
struct UNICODE_STRING
""D:\Development\Sources\CrashMe\release\CrashMe.ex e""
+0x000 Length : Ox6a

+0x002 MaximumLength : Ox6c¢
+0x004 Buffer : 0x00020724 "'D:\Developm ent\Sources\CrashMe\release\CrashMe.exe" "



Exarmple— Pointer Arithrnetic
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Mixing Boin Evaluatorsorrinefly”



Exarmple— Mixed Expression




Allases in WinDog

Strings that are automatically replaced with other character strings

alias name + alias equivalent
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UsesNarned and Fixaedlame Allases



Comrnancds for Uselrlarmecd Allases



Example- Aliases




Depugder Cormmand Programs



Control Flow Tokens



Cornrnancd Prograrns Execution



Example— Depudger Cornrnand Prograr

i) sesssessesssesssssssssssssessssssssessesssessee=  cessssssssosoosoces
$$ From WinDbg's help: “Debugger Command Program Ex amples”

$3$ You will find the full explanation there.
BP -mmmmmmmm e e

$$ Get module list LIST_ENTRY in $tO.
r? $t0 = &@$peb->Ldr->InLoadOrderModuleList

$$ Iterate over all modules in list.

for (r? $t1 = *(ntdlll_LDR_DATA_TABLE_ENTRY*)@$tO;
(@St 1= 0) & (@%tL = @$t0);
r? $t1 = (ntdlll_ LDR_DATA_TABLE_ENTRY*)@$t1->InLoadOrd erLinks.Flink)

$$ Get base address in $Base.
as /x ${/v:$Base} @@c++(@$%$t1->DlIBase)

$$ Get full name into $Mod.
as /msu ${/v:$Mod} @ @c++(&@S$t1->FullDIIName)

.block
{

}

ad ${/v:$Base}
ad ${/v:$Mod}

.echo ${$Mod} at ${$Base}
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Il Brearpolnt Cormrmands



Exarnple— Setting SimpleBreakpoints




Example— More Complex Breakpoints




)

Example- Breaxpolnts With Cornrnancls

0:000> bu MyApp!WinMain " r eip = poi(@esp) ; resp=@esp+0x14 ; .echo WinSpy!WinMain
entered; gc"
0:000> bu kernel32!LoadLibraryExW ";as /mu ${/v:MyA lias} poi(@esp+4) ; .if ( $spat(

\"${MyAlias}\", \"*MYDLL*\" )I=0){kn;}.else{gc}"



Excepiion Analysis Commancds



Example- Exceptions




Rermoie Depugging wiin WinDog



WinDbg Cornrands for Reroie Depugging



Monltoring Evenis



Fllters In WinDog
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Event Argurnents
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5?7 GFlags? Glooal Flags!



GFlags Dialog



—

GFlags® Snhow loader snapEnabled

WinDbg Output:

LDR: LdrLoadDIll , loading samlib.dll from

C:\WINDOWS\system32;C:\WINDOWS\system;C:\WINDOWS;_; C:\WINDOWS\System32\Wbem; C:\WINDOWS\system32\kktool S
LDR: Loading (DYNAMIC, NON_REDIRECTED) C:\WINDOWS\s  ystem32\samlib.dll
ModLoad: 71bf0000 71c03000 C:\WINDOWS\system32\sa mlib.dll

LDR: samlib.dll bound to ntdll.dll

LDR: samlib.dll has correct binding to ntdll.dll

LDR: samlib.dll bound to ADVAPI32.dll

LDR: samlib.dll has correct binding to ADVAPI32.dll
LDR: samlib.dll bound to RPCRTA4.dll

LDR: samlib.dll has correct binding to RPCRT4.dl|
LDR: samlib.dll bound to KERNEL32.dll

LDR: samlib.dll has stale binding to KERNEL32.dll
LDR: samlib.dll bound to ntdll.dll via forwarder(s) from kernel32.dll
LDR: samlib.dll has correct binding to ntdll.dll

LDR: Stale Bind KERNEL32.dIl from samlib.dll

LDR: LdrGetProcedureAddress by NAME - RtlAllocateHea p
LDR: LdrGetProcedureAddress by NAME - RtlFreeHeap

LDR: LdrGetProcedureAddress by NAME - RtlGetLastWin3 2Error
LDR: LdrGetProcedureAddress by NAME - RtIReAllocateH eap

LDR: samlib.dll bound to USER32.dl|

LDR: samlib.dll has stale binding to USER32.dl|

LDR: Stale Bind USER32.dll from samlib.dlI

[d58,690] LDR: Real INIT LIST for process C:\Develo pment\Sources\TestApp\Release\TestApp.exe pid 3416 0xd58
[d58,690] C:\WINDOWS\system32\samlib.dll init ro utine 003A0F30

[d58,690] LDR: samlib.dll loaded - Calling init routine at 003A0F30
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Get Even MoreEnaole Application Verifier



Apolication Verifler Varianis



Application Verifler Sympols



Comrnon lavrf Pararneters



Example—lavri

// Right after our application executes:
/I HeapAlloc( 0x00140000, 8, dwBytes =0x00 A00000 )-->>0x0 33D1000;

0:000> lavrf-hp 1
Verifier package version >= 3.00
Dumping last 1 entries from tracker @ 01690fd8 with 1291 valid entries

HeapAlloc : 33D1000 A00000 00
004019cf: TestApp!CMyDialog::OnBnClicked_HeapAlloc+ Ox4F
0041a0cl: TestApp! AfxDispatchCmdMsg+0x3D
0041a2a6: TestApp!CCmdTarget::OnCmdMsg+0x10A
0041a76c: TestApp!CDialog::OnCmdMsg+0x1B
0041d05c: TestApp!CWnd::OnCommand+0x51
0041d92h: TestApp!CWnd::OnWndMsg+0x2F
0041b2eb: TestApp!CWnd::WindowProc+0x22

0:000> lavrf -threads

Thread ID = 0xDE4

Parent thread ID = OxE3C

Start address = 0x004a7d82: TestApp!ILT+11645(?Thre adProcYGKPAXZ)
Parameter = 0x0061833c

Thread ID = OXE3C
Initial thread

Number of threads displayed: 0x2
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Types of Dumps



Deterrine Type of a Durnp



Exarmple—"*.durng Comrnand
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